
United States Patent and Trademark Office 



UNITED STATES DEPARTMENT Of COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 

Alexandria, Virginia 223 1 3- 1 450 
www.uspto.gov 



APPLICATION NO. 



FILING DATE 



FIRST NAMED INVENTOR 



ATTORNEY DOCKET NO. 



CONFIRMATION NO. 



09/963,646 



23460 



09/25/2001 



Kerry R. Gaston 



7590 



07/12/2005 

LEYDIG VOIT & MAYER, LTD 
TWO PRUDENTIAL PLAZA, SUITE 4900 
180 NORTH STETSON AVENUE 
CHICAGO, IL 60601-6780 



36767/257798 



9270 



EXAMINER 



GURSHMAN, GRJGORY 



ART UNIT 



PAPER NUMBER 



2132 



DATE MAILED: 07/ 1 2/2005 



Please find below and/or attached an Office communication concerning this application or proceeding. 



PTO-90C (Rev. 10/03) 



Office Action Summdrv 


Application No. 

09/963,646 


Applicant(s) 

GASTON ET AL 


Examiner 

Grigory Gurshman 


Art Unit 

2132 





— The MAILING DATE of this communication appears on the cover sheet with the correspondence address — 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
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DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21 (2) 
of such treaty in the English language. 

2. Claims 1-11, 16 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Paolini (U.S. Patent No. 6.847.948 B1 ). 

3. Referring to the instant claims, Paolini discloses a method and apparatus for 
secure distribution of software (see abstract). Paolini teaches that an identification code 
provided by a client computer is combined with a pre-determined number provided by 
the source of software or data to be copied to generate at least one unique encryption 
key. Prior to each use the encrypted program re-derives the original encryption key, 
which includes the identification code of the client computer, to decrypt the critical files 
prior to use. The identification code may be a unique identifier associated with the client 
computer such as a network identifier or a processor ID provided by the client computer 
(see abstract). 

4. Referring to the independent claim 1 and 16, the limitation "establishing a 
communication channel between the client platform and the server platform" is met by 
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connecting a client computer to a software source (see column 8, line 33). The limitation 
"retrieving a plurality of identifying indicia associated with the client platform" is met by 
receiving at least one unique central processing unit (CPU) identifier from said client 
computer (see column 8, line 35). The limitation "formatting the identifying indicia to 
create a unique user identifier associated with the client platform" is met by combining 
the at least one unique CPU identifier and a predetermined value associated with said 
software source to generate an encryption key at said software source (see column 8, 
lines 36-40). The limitation "encrypting the software application program using the 
unique user identifier" is met by encrypting a portion of the software utilizing the 
encryption key (created from the CPU identifier) - see column 8, line 41-42. The 
limitation "transmitting the software application program from the server platform to the 
client platform" is met by transmitting the encrypted portion of the software to the client 
computer (see column 8, lines 43-44). The limitation "installing the software application 
program on the client platform" is taught by Paolini, because the software is transmitted 
in an .exe form and has to be installed before use. 

5. Referring to the independent claim 16 the limitation "UUI from client platform" is 
met by unique CPU identifier. 

6. Referring to claims 3 and 10, Paolini teaches an encrypted communications 
channel because the data transmitted is in encrypted form. 

7. Referring to claims 4, 5, Paoliny teaches that identifying indicia is an identification 
number of client's CPU and hardware identifier. 
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8. Referring to claim 6, 8 Paoliny teaches concatenating the identifying indicia. 
Paoliny inherently teaches formatting identifying indicia as a hexadecimal string 
because transmission of the binary string would not work due to possible loss of data. 
Therefore using MD5 for 16-bit words is inherent as well. 

9. Referring to claim 9, Paoliny meets the limitation "transmitting each encrypted file 
associated with the software application program to the client platform; and transmitting 
the encryption key to the client platform" by transmitting the encrypted portion of the 
software to the client computer (see column 8, lines 43-44). 

Claim Rejections - 35 USC §103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

11. Claims 12, 13 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Paolini (U.S. Patent No. 6.847.948 B1) in view of Kubota (U.S. Patent No. 
5.034.980). 

12. Referring to the instant claims, Paolini discloses a method and apparatus for 
secure distribution of software (see abstract). Paolini teaches that an identification code 
provided by a client computer is combined with a pre-determined number provided by 
the source of software or data to be copied to generate at least one unique encryption 
key. Prior to each use the encrypted program re-derives the original encryption key, 
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which includes the identification code of the client computer, to decrypt the critical files 
prior to use. The identification code may be a unique identifier associated with the client 
computer such as a network identifier or a processor ID provided by the client computer 
(see abstract). Paolini teaches detecting the ID and rederiving the encryption key from 
it (see Fig. 2 B), he does not explicitly teach comparing the unique user identifier with 
the each unique user identifier stored in the memory associated with platform server. 

13. Referring to the instant claims, Kubota discloses a microprocessor for providing 
copy protection (see abstract and Fig. 1 ). Kubota teaches that if the software is copy 
protected, then the program will read the value of the ID in register 1 1 and make a 
comparison to the ID value stored in the software. If there is a match, then the software 
continues to execute its routines and activates the mode register 17 to select the routing 
through decoder 15, such that routines from the software are passed through decoder 
15. The key in decoder 15 deciphers the encrypted software and proper instructions are 
retrieved only when the intended microprocessor having the appropriate key is used 
(see Fig. 2 and column 4, lines 4-15). 

14. Therefore, at the time the invention was made, it would have been obvious to 
one of ordinary skill in the art to modify the system for secure distribution of software of 
Paolini, which uses hardware ID for software encryption by adding the functionality for 
comparing the unique user identifier of the client with the ID stored in the server 
platform as taught in Kubota. One of ordinary skill in the art would have been motivated 
to modify the system for secure distribution of software of Paolini, which uses hardware 
ID for software encryption, by adding the functionality for comparing the unique user 
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identifier of the client with the ID stored in the server platform as taught in Kubota for 
making determination to either decode (i.e. decrypt) the software or generate an error 
code (see Fig. 2 of Kubota). 

1 5. Referring to claim 1 5, the limitation "determining that the first control program has 
been previously executed" is met by determining if the ID'S match as taught in Kubota, 
which means that the software is encrypted and the first control program was executed. 

Conclusion 

16. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: 

U.S. Patent No. 6.343.280 B2 to Clark 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Grigory Gurshman whose telephone number is 
(571 )272-3803. The examiner can normally be reached on 9 AM-5:30 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571)272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 




Grigory Gurshman 

Examiner 
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